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Privacy Policy 
 
Green Cloud Defense (“Green Cloud” or “Green Cloud Technologies” or “we” or “our” or “us”) is 
committed to the protection of the privacy of our customers and website visitors. We have established 
this Privacy Policy as a means of disclosing to you how we collect, utilize, distribute, and protect your 
personal information. For the purposes of this Privacy Policy, “customer” shall mean any past, current, 
or prospective customer or reseller of Green Cloud, including any visitor to the Green Cloud websites 
and users of the Green Cloud Partner Portal. This Privacy Policy governs the manner in which Green 
Cloud collects, uses, maintains and discloses information collected from its customers and users. By 
visiting our website, utilizing the Partner Portal, or otherwise providing Green Cloud with your personal 
information by any means, you accept and consent to the practices described in this Privacy Policy. 
 
This Privacy Policy covers our collection, use, and disclosure of information we collect through our 
website located at http://www.greenclouddefense.com, our Partner Portal located at 
https://portal.greenclouddefense.com, and our Cloud Services. The use of information collected 
through our service shall be limited to the purpose of providing the service for which the Customer has 
engaged Green Cloud. 
 

Personal Information We May Collect 
 
Green Cloud may collect personally identifiable information from customers or users in a variety of 
ways, including online and offline subscription and order forms, paper or telephone submissions, and 
other instances where customers are invited to volunteer such information. Additionally, contact 
information may be collected during any correspondence relating to support, as well as in connection 
with Green Cloud services. Green Cloud may collect personal information such as contact name, contact 
title, business name and business type, email addresses, phone numbers, business physical address(es), 
as well as other information. 
 

How Personal Information May be Used 
 
Green Cloud may contact customers regarding products and services offered by Green Cloud and its 
trusted affiliates, business partners, and independent contractors. We will share your personal 
information with third parties only in the ways that are described in this Privacy Policy.  We do not sell 
your personal information to third parties. We may also use information collected through the Green 
Cloud websites or portal for research regarding the effectiveness of the Green Cloud websites, portal, 
and related marketing, advertising and sales efforts. Information will only be made publicly available 
where mandated by governing agencies, in response to subpoenas or court orders, or as disclosed in the 
terms and conditions of our agreements with customers and resellers. 
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As is true of most web sites, we gather certain information automatically and store it in log files.  This 
information may include internet protocol (IP) addresses, browser type, internet service provider (ISP), 
referring/exit pages, operating system, date/time stamp, and/or clickstream data. 
 
We do not link this automatically-collected data to other information we collect about you. 
 
Green Cloud and its partners use cookies or similar technologies to analyze trends, administer the 
websites, track users’ movements around the websites, and to gather demographic information about 
our user base as a whole. You can control the use of cookies at the individual browser level, but if you 
choose to disable cookies, it may limit your use of certain features or functions on our web sites. 
 

Data Integrity and Security 
 
The security of your personal information is important to us.  We follow generally accepted standards to 
protect the personal information submitted to us, both during transmission and once we receive it.  No 
method of transmission over the Internet, or method of electronic storage, is 100% secure, however.  
Therefore, we cannot guarantee its absolute security. 
 
In the event of any level of compromise of personal information, Green Cloud Defense is committed to 
communicating the scope, impact, and future risks associated with the incident as quickly as possible to 
the impacted parties, typically within 72 hours of the event. 

Right of Access 
 
Upon request, Green Cloud will provide you with information about whether we hold any of your 
personal information. Customers may access all personal identifiable information that we collect and 
maintain by contacting us by mail or telephone at the contact information listed below. They can 
correct, update and delete factual errors in personally identifiable information by contacting us by mail 
or telephone at the contact information listed below. To protect customer privacy and security, Green 
Cloud reserves the right to take reasonable steps to verify customer identity prior to granting access or 
processing changes or corrections. Any requests for access to personal information will be answered 
within thirty (30) days. 
 
We will retain your information for as long as your account is active or as needed to provide you 
services. Please contact us if you wish to cancel your account or request that we no longer use your 
information to provide you services. We will retain and use your information as necessary to comply 
with our legal obligations, resolve disputes, and enforce our agreements. 
 

Electronic Mail 
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Electronic communications may be sent by Green Cloud using customers’ personal contact information 
to inform them of new products, important industry news, or general service status and updates 
provided by Green Cloud. If customers do not wish to receive marketing related notices, they may at any 
time opt-out by clicking the Unsubscribe link located at the bottom of all marketing and product notices.    
 
Additionally, customers can subscribe to service related notifications such as service and network status, 
billing notices, subscription usage notices, and others, Green Cloud will continue to send relevant service 
emails regarding customers’ account administration or maintenance notifications until such a time that 
the customer opts-out or notified Green Cloud to be removed. 
 

Disclosure 
 
Information collected from customers may be disclosed to independent contractors and business 
partners who have agreed to hold this information in confidence, not use it for any purpose except to 
carry out the service they are providing for Green Cloud, and honor our privacy and security policies in 
the way this information is handled. Green Cloud may also disclose aggregate, anonymous data based 
on information collected from customers to actual or prospective investors and partners. Should a sale 
of Green Cloud’s business ever occur, collected customer information may be transferred along with the 
sale but the information will be treated in the same manner as set forth in this Privacy Policy. We may 
also disclose your personal information as required by law, such as to comply with a subpoena or other 
legal process, when we believe in good faith that disclosure is necessary to protect our rights, protect 
your safety or the safety of others, investigate fraud, or respond to a government request. 
 

Children’s Privacy 
 
In accordance with the Children’s Online Privacy Protection Act (COPPA), we never collect or maintain 
information on our website from those we actually know are under the age of 13, and no part of our 
website is structured to attract anyone under 13. 
 

Third Party Sites 
 
The Green Cloud websites may contain links to third-party websites. Please note that these websites’ 
privacy and other policies may differ from those of Green Cloud. For any concerns as to the privacy of 
your information on these websites, please refer to their respective privacy policies. Green Cloud has no 
control over and is not responsible for the information practices of other websites, including those to 
which we may link and those which may link to us. 
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California Disclosures 
 
California Information-Sharing Disclosure: California residents may request a list of all third parties with 
respect to which we have disclosed any information about you for direct marketing purposes and the 
categories of information disclosed.  If you are a California resident and want such a list, please send us 
a written request by email to compliance@greenclouddefense.com with “California Privacy Rights” in 
the subject line. 
 
California Do Not Track Disclosure: Depending on the browser you are using, you may be able to choose 
to block third party cookies or browse in a private browsing mode.  The Green Cloud websites can be 
accessed when private browsing is turned off, but your ability to use some features or areas of our site 
may be limited.  The information we collect is governed by this Privacy Policy. 
 

Conditions of Use, Concerns 
 
By choosing to visit and interact with Green Cloud, customers agree that their visit and any dispute 
regarding the protection of their privacy during such visit is subject to this Privacy Policy including, but 
not limited to, the provisions regarding limitations on damages and the application of the law of the 
state of South Carolina. 
 
Questions and concerns about privacy at Green Cloud should be directed via email to 
compliance@greenclouddefense.com or via mail to:   
  
 
Green Cloud Defense 
510 Airport Rd, Unit A 
Greenville, SC 29607 
 
  

Privacy Policy Changes 
 
We may update this Privacy Policy from time to time and without prior notice to you to reflect changes 
in our information practices.  Please review this Privacy Policy periodically and especially before you 
provide personally identifiable information to us.  If we make material changes to this Privacy Policy, we 
will notify you here, by email or by means of a notice on our home page.  The date of the last update of 
the Privacy Policy is indicated at the bottom of this Privacy Policy.  Your continued use of the Green 
Cloud websites after any changes to our Privacy Policy indicates your agreement with the terms of the 
revised Privacy Policy. 


